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Motivation
Malware detection techniques have

been improving his accuracy rates by
using procedures based on AI, it has
happened due to the reason that mal-
ware is built using several evasion tech-
niques that changes file hashes pretty
easily.

Nowadays, researchers along the
world have proposed malware detec-
tion methods based on network traffic,
source code, API calls, static analysis, or
even system calls produced on execu-
tion time. The main problem show up
when we have to parse and generalize
the malware generated data to a valid
dataset for a model.

Proposal
We want to develop a model that uses

the advantages of CNNs in order to dif-
ference a malicious software from a be-
nign one based on his dynamic execu-
tion (i.e. File creation, Windows registry
write, DLL loading, etc.).

On the other hand, a consistent
method for adding/generating new
samples to our malware datasets, like-
wise the viability of automation this
process will be a topic covered on this
project.

Experimentation
Once we obtained a dataset contain-

ing dynamic execution traces from dif-
ferent types of malwares, the experi-
mentation began with the application of
pre-built machine learning algorithm as
SVM and Decission Trees using WEKA.
Soon we moved on the implementa-
tion to Python, designing a SVM model
manually that improved a little WEKA’s
accuracy. Afterwards, not only
we started CNN implementation but
applying image transformations to the
dataset’s samples also. This last test got
the best results in our first year’s exper-
imentation. The dataset that we have
been using contains 232 malware classes
with a total of 6499 samples, but we
have focussed our testing in 3 classes
mainly, performing the following divi-
sion:

Class Training Validation

APT1 235 57
Crypto 233 57
Locker 224 54
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Conclusions
Based on the obtained results, we have come to the conclusion that CNN provide

the best accuracy, but also that as we give more depth to the model, its behavior get
worse.

This problem is probably related to the low number of samples by class, future
steps will treat data augmentation and using a higher number of malware classes all
together with the addition of non-malware samples.


